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● Location privacy-{preserving, breaking} mechanisms
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Density of WLAN access points in downtown 
Thessaloniki (image taken from WiGLE.net)
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Location privacy

● Location privacy can be defined as “the right of individuals to decide how, 
when, and for which purposes their location information could be released to 
or managed by other parties”.

● Location information can be linked to individuals and thus can be considered 
personally identifiable information. 

● Such personally identifiable information can take many forms, e.g.
○ names and addresses of persons
○ network/device identifiers

● Privacy risks related to location information have been identified in
○ General Data Protection Regulation (GDPR) 2016/67 - EU
○ Location Privacy Protection Act of 2001 - USA
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Privacy risks related to location information

● Examples are the drawing of inferences about users’ medical condition, 
nightlife, or political activities from the places users visit.

● In most cases, the lack of location privacy can lead to unsolicited advertising, 
while in extreme cases, a breach of it can result in denial of service, physical 
attacks or harassment.

● Thus, in some situations, users may want to control the release of location 
information toward the WLAN operators, by

○ controlling where and when they communicate or
○ using specialized privacy-preserving techniques to mask location or identifiers. 
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Location privacy threat analysis in WLAN

● A location privacy threat occurs when an untrusted party can locate a 
transmitting device and identify the subject using the device.

● Unique identifiers can be obtained from different sources in a wireless device, 
ranging from the physical layer to the application layer. 

● Hence, to identify potential threats to privacy it is necessary to list possible 
sources of identifiable data that can be used by an attacker. 

● The TCP/IP stack organization will be used as a support for listing sources of 
identification in a WLAN, and for explaining the existing threats to these 
identifiers. 
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Personally identifiable information at each layer of the 
TCP/IP stack 
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Physical layer

● When an AP receives a signal from a client, the client location is with high 
probability within the typical range of an 802.11b system (50-100m).

● Triangulation based on the signal strength and SNR received at multiple 
cooperating APs improves upon this accuracy (up to 1m in an indoor 
environment).

● The client location can also be determined using RF fingerprinting.
● Note that location tracking of a client does not require association to an AP. 

○ If a client sends messages, any APs (or even wireless cards based on the Prism, Hermes, or 
Aironet chipsets) in radio range (and on the same channel) can overhear these messages for 
location tracking purposes.
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RF fingerprinting

● Waveforms carry a radio frequency (RF) fingerprint of the device that 
transmitted the signal. 

● These fingerprints can be extracted, for example, by processing transient 
signal from received RF signals. 

○ When a radio transmitter is activated, the RF signal emitted from the transmitter shows a 
transient behavior with respect to instantaneous frequency and amplitude.

○ The duration of the transient behavior may change depending on the type and model of the 
transmitter.

○ The unique turn-ON transient signal behavior can be used to identify the transmitter.

● Challenge: The characteristics of the fingerprints are likely to change due to 
multipath propagation, fading, temperature variation, battery condition, 
Doppler shift, and device aging.
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Instances of waveforms captured from four different WiFi 
radios.
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Privacy-preserving techniques

● Bahl and Padmanabhan (2000) have shown that the precision to which we 
can locate a client is related to the number of APs within that client’s 
communication range.

○ There is significant improvement from 1 AP to 2 APs and from 2 APs to 3 APs, but the 
improvement is small when using more than 3 APs.

● To reduce location precision, we can use transmit power control to minimize 
the number of APs in range while ensuring at least one AP for connectivity. 
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Medium Access layer

● Wi-Fi devices carry a unique 48-bit identifier, the MAC address, which is 
always visible in the communicated frames. 

● The MAC is stored in the firmware and by default the Wi-Fi card driver uses 
the stored address.

● Typically, the MAC persists as long as the same Wi-Fi card is used. 
● Therefore, a particular MAC is usually correlated with a certain device. 
● This enables a malicious actor to reidentify a device that has been previously 

observed.
○ Movement patterns can be created. 
○ Location data collected from multiple APs can be merged.

● Note that it is relatively inexpensive to deploy enough WLAN nodes to cover 
large areas for location tracking.

12



Privacy preserving techniques

● Short-lived MACs: Frequent switching of MACs can reduce the chance of 
identification and tracking of the device.

○ Challenges: MAC selection, uniqueness, and authentication. 
○ Correlation Attack: An adversary could correlate two MACs that are broadcasted separately 

from the same device moving through space. 
■ To combat this attack, Huang, Matsuura, Yamane, and Sezaki (2005) introduced the 

concept of silent periods, where nodes intentionally do not transmit, in order to “mix” in 
with other possible nodes (through natural node mobility). 

● Identifier-free link layer protocols
○ SlyFi increases the difficulty of profiling users from this layer by obfuscating all transmitted bits 

including explicit identifiers such as MAC addresses, the contents of management messages, 
and other protocol fields that the existing 802.11 protocol relies on to be sent in the clear.

13



Correlation attack & silent period
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Network layer

● The IP address acts as a unique, but not necessarily persistent, identifier that 
can be linked to a user. 

● There are two types of IP addresses in use today: 
○ IPv4: 32-bit addressing (approximately 4 billion devices)
○ IPv6: 128-bit addressing (2128 devices)

● The IP also describes the location of a device in the network topology. 
● This topological location can often be mapped to city-level geographical 

location, or sometimes even to street-level geographical location. 
○ Example: GeoPing (Padmanabhan & Subramanian, 2001) uses network delay 

measurements from geographically distributed locations to deduce the coordinate of the target 
host.
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Privacy preserving techniques

● Basic idea: Forward messages in such a way that an adversary cannot 
match incoming message to outgoing messages

○ Anonymizers
○ Mix networks
○ Onion Routing (TOR)
○ Crowds

● Lastly, the IPv6 privacy extension introduced temporary addresses with 
relatively short lifetimes (hours to days) to protect against address-based 
correlation.
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Architecture of The Onion Router
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Application layer

● Location-based applications can collect location information together with 
application-level identifiers (user or login names). 

● Location is frequently obtained from Global Positioning System receivers 
(GPS), which can make it especially precise. 

● Public hotspots are a location privacy disaster
○ Users connected to the same hotspot share a unique public IP address
○ A single user's making a location-based request is enough to enable a service provider to map 

the IP address of the hotspot to its geographic coordinates
○ The location privacy of all the other connected users is compromised
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Privacy-preserving techniques

● Prior work on privacy aspects of location-based applications has mostly 
focused on a policy-based approach, meaning that users evaluate and 
choose privacy policies offered by the service provider. 

● In contrast, the anonymity-based approach depersonalizes data before 
collection. 

○ Example: The IETF Geopriv working group focuses on the design of protocols and APIs that 
enable devices to communicate their location in a confidential and integrity preserving 
manner to a location server.
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Location-based services on Android and MacOS
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Summary

● Typical designs of WLANs generate personally identifiable information at all 
layers of the network stack.

● Any message, be it a signal transmitted at the physical layer, be it a packet 
transmitted at the higher layers, can be localized and generate a location 
record. 

● These location records can be used to build user profiles that include the 
history of communicating users and current and past geographical locations. 

● In the worst-case scenario, the improper exposure of location data could 
result in abuses, such as stalking or physical harassment. 

● This presentation briefly highlighted various privacy-preserving techniques, 
many of which assume, unfortunately, a privacy-conscious user. 

● However, we believe that everyone has a right to the privacy of their location 
data. Thus, new privacy-preserving techniques should be developed with the 
average user in mind.
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Thank you! ;-)

22


